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(57) ABSTRACT

The present invention provides methods, devices and sys-
tems for using and invoking an Oauth API. The method
includes: receiving registration information for registering
an Oauth API; generating an Oauth API invoking associated
interface according to the registration information, and bind-
ing it with the registered Oauth API, to generate binding
information; receiving an increasing Oauth API message and
responding, generating a client requesting Oauth API inter-
face, an Oauth API returned information processing inter-
face and a client customer serial number managing interface,
which correspond to the registered Oauth API; receiving a
publishing application message, responding to the publish-
ing application message, and generating a deployment pack-
age which includes the client requesting Oauth API inter-
face, the Oauth API returned information processing
interface and the client customer serial number managing
interface; sending the binding information and the deploy-
ment package to an application running engine, based on
which the application running engine complete Oauth API
scheduling.
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METHOD, DEVICE AND SYSTEM FOR
USING AND INVOKING OAUTH API

CROSS-REFERENCE TO RELATED
APPLICATIONS

This application is a continuation of International Patent
Application No. PCT/CN2013/070753, filed on Jan. 21,
2013, which claims priority to Chinese Patent Application
No. 201210018877.4, filed on Jan. 20, 2012, both of which
are hereby incorporated by reference in their entireties.

TECHNICAL FIELD

The present invention relates to authorization access
technologies and, in particular, to a method, a device and a
system for using and invoking an Oauth API, which belong
to the field of communication technology.

BACKGROUND

An open authorization protocol (An open protocol to
allow secure API authorization in a simple and standard
method from desktop and web applications, Oauth) has been
widely used on the Internet as a third-party API authentica-
tion and authorization access protocol which is currently
most popular in the industry, this standard can enable a user
to expose private information which is saved at a certain
service provider to third-party applications without exposing
the user key, for example, Google, Sina, Tencent and others
publish abundant APIs based on the Oauth standard. A trust
mechanism of different services is established through the
Oauth protocol, which greatly promotes the Internet’s open-
ing.

Although the purpose of protecting access resources can
be achieved currently by providing APIs under the Oauth
protocol by the service providers, for developers using open
authorization application programming interface (Oauth
Application Programming Interface, Oauth API), the Oauth
API can only be used by way of writing code. For example,
the work of integrating the Oauth API is completed through
citing software development kit (Software Development Kit,
SDK) provided by an Oauth API provider (Provider), invok-
ing a authentication interface and a service interface in the
SDK by writing code, and tightly coupling Oauth authori-
zation logic into application code. The developers use the
Oauth API by way of writing code, such a method for using
the Oauth API is complicated and inefficient, thereby expos-
ing the problem of how to use the Oauth API efficiently.

SUMMARY

For the deficiencies in the prior art, the present invention
provides a method, device and system for using and invok-
ing an Oauth APIL so as to use the Oauth API efficiently.

One aspect of the present invention provides a method for
using an Oauth API, the method includes:

receiving registration information for registering an
Oauth API;

generating an Oauth API invoking associated interface
according to the registration information;

binding the Oauth API invoking associated interface with
the registered Oauth API, and generating binding informa-
tion;

receiving an increasing Oauth API message, responding
to the increasing Oauth API message, and generating a client
requesting Oauth API interface, an Oauth API returned
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information processing interface and a client customer serial
number managing interface, which correspond to the regis-
tered Oauth API,

receiving a publishing application message, responding to
the publishing application message, and generating a
deployment package which includes the client requesting
Oauth API interface, the Oauth API return information
processing interface and the client customer serial number
managing interface;

sending the binding information and the deployment
package to an application running engine, so that the appli-
cation running engine complete Oauth API scheduling
according to the binding information and the deployment
package.

Another aspect of the present invention also provides an
application developing platform, the application developing
platform includes:

an Oauth API registration module, configured to receive
registration information for registering an Oauth API;

an invoking associated interface generating module, con-
figured to generate an Oauth API invoking associated inter-
face according to the registration information;

a binding module, configured to bind the Oauth API
invoking associated interface with the registered Oauth API,
and generate binding information;

a use interface generating module, configured to receive
an increasing Oauth API message, respond to the increasing
Oauth API message, and generate a client requesting Oauth
API interface, an Oauth API returned information process-
ing interface and a client customer serial number managing
interface, which correspond to the registered Oauth API;

a deploying module, configured to receive a publishing
application message, respond to the publishing application
message, and generate a deployment package which
includes the client requesting Oauth API interface, the Oauth
API returned information processing interface and the client
customer serial number managing interface;

a sending module, configured to send the binding infor-
mation and the deployment package to an application run-
ning engine, so that the application running engine complete
Oauth API scheduling according to the binding information
and the deployment package.

Still another aspect of the present invention also provides
a method for invoking an Oauth API, the method includes:

intercepting a client request message, allocating a cus-
tomer serial number for a client, and storing the customer
serial number;

receiving an Oauth API invoking request carrying the
customer serial number, where the Oauth API invoking
request is sent by the client through invoking a client
requesting Oauth API interface;

authenticating Oauth API invoking according to the cus-
tomer serial number carried by the Oauth API invoking
request, and obtaining interface binding information corre-
sponding to an Oauth API which is requested to be invoked
after the authentication is passed;

performing authorization and authentication according to
the interface binding information, and obtaining an access
token;

injecting the access token into the Oauth API invoking
request, and sending the Oauth API invoking request into
which the access token is injected to an Oauth API provider,
so that the Oauth API responds to the Oauth API invoking
request into which the access token is injected, and returns
Oauth API returned information;

returning the Oauth API returned information to the
client, so as to complete the Oauth API invoking.
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A further aspect of the present invention also provides an
application running engine, the application running engine
includes:

a client customer serial number managing module, con-
figured to intercept a client request message, allocate a
customer serial number for a client, and store the customer
serial number;

an Oauth API invoking request receiving module, con-
figured to receive an Oauth API invoking request carrying
the customer serial number, wherein the Oauth API invoking
request is sent by the client through invoking a client
requesting Oauth API interface;

an authenticating module, configured to authenticate
Oauth API invoking according to the customer serial number
carried by the Oauth API invoking request, and obtaining
interface binding information corresponding to an Oauth
API which is requested to be invoked after the authentica-
tion is passed;

an authorization and authentication module, configured to
perform authorization and authentication according to the
interface binding information, and obtain an access token;

an Oauth API invoking module, configured to inject the
access token into the Oauth API invoking request, and send
the Oauth API invoking request into which the access token
is injected to an Oauth API provider, so that the Oauth API
responds to the Oauth API invoking request into which the
access token is injected, and returns Oauth API returned
information;

an Oauth API returned information processing module,
configured to return the Oauth API returned information to
the client, so as to complete the Oauth API invoking.

A further aspect of the present invention also provides a
system for using an Oauth API, the system includes an
application developing platform according to embodiments
of the present invention, and an application running engine
according to embodiments of the present invention.

According to the method, device and system for using and
invoking an Oauth API of the present invention, a set of
universal authentication interfaces are formed through
abstracting Oauth authentication logic, when developers
develop applications, the application developing platform
automatically generates executable interfaces and injects
them into the application running engine, so that the appli-
cation running engine can automatically execute these
executable interfaces to complete Oauth API invoking when
determining that the client needs the Oauth API invoking. It
can be seen that, in the method for using the Oauth API
according to the above embodiment, the developers only
need to introduce the Oauth API registration into the appli-
cation developing platform, that is, provide Oauth API
registration information to the application developing plat-
form, the remaining generating of the executable interfaces
and related processing are all completed automatically by
the application developing platform, thereby greatly simpli-
fying the application development procedure, and improving
development efficiency.

BRIEF DESCRIPTION OF DRAWINGS

To describe technical solutions in embodiments of the
present invention or in the prior art more clearly, the
following briefly describes the accompanying drawings
required in the description of embodiments of the present
invention or the prior art, apparently, the accompanying
drawings illustrate only some exemplary embodiments of
the present invention, and those skilled in the art can derive
other drawings from these drawings without creative efforts.
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FIG. 1 is a system architecture diagram for applying a
method for using an Oauth API according to an embodiment
of the present invention.

FIG. 2 is a flowchart of a method for using an Oauth API
according to an embodiment of the present invention.

FIG. 3 is a flowchart of a method for using an Oauth API
according to another embodiment of the present invention.

FIG. 4 is a schematic structural diagram of an application
developing platform according to an embodiment of the
present invention.

FIG. 5 is a flowchart of a method for invoking an Oauth
API according to an embodiment of the present invention.

FIG. 6 is a flowchart of a method for invoking an Oauth
API according to another embodiment of the present inven-
tion.

FIG. 7 is a flowchart of a method for invoking an Oauth
API according to still another embodiment of the present
invention.

FIG. 8 is a schematic structural diagram of an application
running engine according to an embodiment of the present
invention.

DESCRIPTION OF EMBODIMENTS

The technical solutions in embodiments of the present
invention are described clearly and comprehensively with
reference to the accompanying drawings, obviously, the
embodiments described are only some exemplary embodi-
ments of the present invention, and the present invention is
not limited to such embodiments. Other embodiments
derived by those skilled in the art on the basis of the
embodiments herein without any creative effort fall within
the protection scope of the present invention.

FIG. 1 is a system architecture diagram for applying a
method for using an Oauth API according to an embodiment
of the present invention. As shown in FIG. 1, an Oauth API
provider, a client, an application running engine and an
application developing platform are included. Where the
application developing platform is configured to automati-
cally generate executable interfaces related to an Oauth API,
and inject these executable interfaces into the application
running engine, so that the application running engine utilize
these executable interfaces to complete an Oauth API invok-
ing request initiated by the client. The following describes
the method for using the Oauth API according to the
embodiment of the present invention in detail from the point
of the application developing platform.

FIG. 2 is a flowchart of a method for using an Oauth API
according to an embodiment of the present invention. As
shown in FIG. 2, the method for using the Oauth API
includes the following steps of:

Step S201, receiving registration information for regis-
tering an Oauth API;

Step S202, generating an Oauth API invoking associated
interface according to the registration information;

Step S203, binding the Oauth API invoking associated
interface with the registered Oauth API, and generating
binding information;

Step S204, receiving an increasing Oauth API message,
responding to the increasing Oauth API message, and gen-
erating a client requesting Oauth API interface, an Oauth
API returned information processing interface and a client
customer serial number managing interface, which corre-
spond to the registered Oauth API;

Step S205, receiving a publishing application message,
responding to the publishing application message, and gen-
erating a deployment package which includes the client
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requesting Oauth API interface, the Oauth API returned
information processing interface and the client customer
serial number managing interface;

Step S206, sending the binding information and the
deployment package to an application running engine, so
that the application running engine complete Oauth API
scheduling according to the binding information and the
deployment package.

Specifically, in the method for using the Oauth API
according to the above embodiment, a developer registers
the Oauth API in the application developing platform, and
provides the registration information of the Oauth API,
where the Oauth API is an available Oauth API provided by
an Oauth API provider. The application developing platform
automatically generates the Oauth API invoking associated
interface according to the registration information for reg-
istering the Oauth API, where the Oauth API invoking
associated interface is used for achieving the support for the
Oauth API invoking. In addition, the increase of the Oauth
API in the application developing platform can also be
triggered according to the registered Oauth APIL.

According to the method for using the Oauth API of the
above embodiment, a set of universal authentication inter-
faces are formed through abstracting Oauth authentication
logic, when developers develop applications, the application
developing platform automatically generates executable
interfaces and injects them into the application running
engine, so that the application running engine can automati-
cally execute these executable interfaces to complete Oauth
API invoking when determining that the client needs the
Oauth API invoking. It can be seen that, in the method for
using the Oauth API according to the above embodiment, the
developers only need to introduce the Oauth API registration
into the application developing platform, that is, provide
Oauth API registration information to the application devel-
oping platform, the remaining generating of the executable
interfaces and related processing are all completed automati-
cally by the application developing platform, thereby greatly
simplifying the application development procedure, and
improving development efficiency.

FIG. 3 is a flowchart of a method for using an Oauth API
according to another embodiment of the present invention.
As shown in FIG. 3, the following procedures are included:

Step S301, a developer registers an Oauth domain in an
application developing platform;

Where, the information needs to be registered includes the
following domain information which is needed when access-
ing an Oauth API:

a name (Name), which is used for identifying the name of
the registered Oauth domain, such as sina;

a communication use protocol (Use SSL), the communi-
cation use protocol includes the hyper text transfer protocol
(HyperText Transfer Protocol, HT'TP) and the secure hyper
text transfer protocol (Secure Hyper Text Transtfer Protocol,
HTTPS), one protocol of the two must be selected when
registering, such as selecting the HTTP;

a request token (Request Token) uniform resource locator
(Uniform/Universal Resource Locator, URL), which is used
for identifying the service address provided by the Oauth
API provider to the customer for obtaining the request token,
such as “api.t.sina.com.cn/oauth/request token”;

an authorization and authentication URL, which is used
for identifying the official authentication address provided
by the Oauth API provider for user authorization, such as
“api.t.sina.com.cn/oauth/authorize”;

an access token URL, which is used for identifying the
address provided by the Oauth API provider to the customer
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6

for obtaining the access token and the access signature, such
as “api.t.sina.com.cn/oauth/access_token”;

an application serial number (consumer Key), which is
used for identifying the application serial number needed for
accessing a service, and provided by the Oauth API provider,
such as “4018652807”;

an application signature (consumer Secret), which is used
for identifying the application signature needed for access-
ing a service, and provided by the Oauth API provider, such
as “See8fc57a5c8a9589a3933b92576a0b6”.

Step S302, after receiving the message for registering the
Oauth domain, the application developing platform records
the Oauth domain registration information, and notifies the
application running engine to save the Oauth domain reg-
istration information;

Step S303, the developer registers the Oauth API in the
application developing platform;

Where the registration information needs to be provided
by the developer includes API information needed for invok-
ing the Oauth API, which specifically includes the following
information:

a name (Name), which is used for identifying the API
name, such as “SinaUpdate”;

a HTTP method (method), which is used for identifying
the method for invoking the service, where the method for
invoking the service includes two kinds: POST and GET,
and only one of these two kinds needs to be selected when
registering, such as “POST”;

an URL, which is used for identifying the URL which API
accesses, such as “http://api.t.sina.com.cn/statuses/update.j-
son”;
an input (Input) format, which is used for identifying the
format of input data, such as urlencoded;

an output (Output) format, which is used for identifying
the format of API returned data, where the format of the API
returned data includes two kinds: json and xml, and only one
of these two kinds is selected, such as “json”;

an identifier of whether an authentication is needed (Need
Oauth), YES or NO is selected, such as “YES”;

a domain (Domain), which is used for associating a
registered Oauth domain, such as “sina”.

Step S304, after receiving the message for registering the
Oauth API, the application developing platform generates a
server Oauth API invoking interface;

Specifically, the application developing platform gener-
ates the interface for invoking the Oauth API in the appli-
cation running engine according to the Oauth API registra-
tion information registered by the developer, this service
OauthAPI invoking interface is the interface for sending
request process to the Oauth API after the request signature
information and the access token are injected after authen-
tication succeeds. For example, the generating mode is:
generating the interface by taking the name of the registered
Oauth API as the name of the server Oauth API invoking
interface, and taking “url”, “httpmethod”, “paramStr”, “sig-
nature”, “accessToken” as the interface parameter names.
For example, the generated server Oauth API invoking
interface is:

function InvokeSinaUpdate (url, method, paramStr, signature,
accessToken)

WebRMI.sendRealRESTRequest(“http:/api.t.sina.com.cn/statuses/
update.json”, “POST”, “id = test01”, “setInfo™);
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Step S305, the application developing platform generates
the Oauth authorization and authentication interface;

After receiving the message for generating the Oauth
authorization and authentication interface, the application
developing platform automatically generates the interface
needed for the Oauth authorization and authentication.
There are two modes of generating the interface, one is that
generating an executable function interface, the other is that
generating an interface docking with the SDK, which sup-
ports to bind an authorization and authentication interface
generated dynamically and an OauthSDK interface
deployed in the running engine.

The generated Oauth authorization and authentication
interface includes, for example:

a signature interface, the generating mode is such as:
taking the registered OauthAPI name and the keyword
which means “signature” as the interface name, and taking
“url”, “key”, “paras” as the parameter names to generate the
signature interface. The generated signature interface is such
as:

function SinaUpdateSign (baseURI, KEY)

{Return binb2str (core_shal (str2binb (baseURI,
baseURI.length * KEY));}

an obtaining request token interface, the generating mode
is such as: taking the registered OauthAPI name and the
keyword which means “RequestToken” as the interface
name, and taking “consumerkey”, ‘“consumersecret”,
“request TokenURL”, “signature” as the parameter names to
generate the interface. The generated obtaining request
token interface is such as:

Function GetSinaUpdateRequestToken
consumersecret, requestTokenURL, sign)

(consumerkey,

a requesting user authorization interface, the generating
mode is such as: taking the registered OauthAPI name and
the keyword which means “user authorization™ as the inter-
face name, and taking “requestToken”, “authoticationURL”
as the parameter names to generate the interface. The
generated requesting user authorization interface is such as:

function SinaUpdateUserAuthirity (requestToken, authoticationURL)

{3

an obtaining Oauth access token interface, the generating
mode is such as: taking the registered OauthAPI name and
the keyword which means “obtaining access token” as the
interface name, and taking “requestloken”, “AccessTo-
kenURL”, “Verifier” as the parameter names to generate the
interface. The generated obtaining Oauth access token inter-
face is such as:

function SinaUpdateGetAcceeToken (requestToken, AccessTokenURL,
Verifier)

L}

Step S306, the application developing platform binds the
authorization and authentication interface according to the
API name, and defines the procedure of invoking the inter-
face.

Specifically, the bound interface may be an executable
function interface and may also be an interface docking with
the SDK. When the SDK interface is bound, the authoriza-
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tion and authentication interface needed for invoking the
Oauth API and the authorization and authentication interface
in the OauthSDK are bound and mapped. When defining the
procedure of invoking the interface, for example, determin-
ing to bind the procedure of either “application automati-
cally triggering Oauth authentication and authorization” or
“user triggering Oauth authentication and authorization”
according to the configuration information of the application
developing platform, the various authorization procedure is
bound according to the configuration information.

The binding information includes: the bound Oauth API
name, the name of the interface for the server invoking the
OauthAPI and the interface parameter names, the name of
the interface corresponding to the signature and parameter
names thereof, the name of the interface corresponding to
obtaining the RequestToken and parameter names thereof,
the name of the interface corresponding to triggering the
user authorization and parameter names thereof, the name of
the interface corresponding to obtaining the AccessToken
and parameter names thereof, and the bound interface execu-
tion sequence.

The format of binding the interface is such as:

<API>

<name> ApiName </ name>

<interfaces>

<invokeInfterFace>

<! [CDATA [InvokeAPIName {..}]] //when binding the
OauthSDK  interface, correspond to the specific interface in the
OauthSDK

<invokeInfterFace />

<OauthProccess>

<type>

<! [Auto]]

</ Type>

<Signature>

<! [CDATA [ApiNameSign {...}]] //when binding the OauthSDK
interface, correspond to the specific interface in the OauthSDK

</ Signature>

<RequestToken>

<! [CDATA [GetApiNameRequestToken {...}]] //when binding the
OauthSDK interface, correspond to the specific interface in the OauthSDK

</ RequestToken>

<UserAuthirity>

<! [CDATA [ApiNameUserAuthority {...}]] //when binding the
OauthSDK interface, correspond to the specific interface in the OauthSDK

</ UserAuthirity>

<AccessToken>

<! [CDATA [GetApiNameAccessToken {...}]] //when binding the
OauthSDK interface, correspond to the specific interface in the OauthSDK

</ AccessToken>

</ OauthProccess>

</ Interfaces>

</ API>

Step S307, the application developing platform notifies
the application running engine to inject the registration
information of the registered Oauth API and the binding
information;

Step S308, the developer uses Oauth API developing
service, and triggers the application developing platform to
increase the Oauth API;

Step S309, after receiving the message for increasing the
Oauth API, the application developing platform generates an
interface for triggering the Oauth authentication procedure.

Specifically, if the application developing platform deter-
mines that the Oauth authorization and authentication pro-
cedure is “user triggering Oauth authorization and authen-
tication procedure” according to the configuration
information, then the generated interface information
includes: 1. user triggering authentication and authorizing
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entrance (button/link) 2. the interface for requesting the
Oauth authentication and authorization from the server after
the user triggers the authorization and authentication proce-
dure, “OauthAPI requesting authorization interface”, where
the “OauthAPI requesting authorization interface” includes
parameters “OauthAPI name” and “customer serial number
(ClientKey)”.

Step S310, the application developing platform generates
“client OauthAPI requesting interface”;

Specifically, the generated client OauthAPI requesting
interface is used when the application is running, the client
requests the application running engine, by invoking this
client OauthAPI requesting interface, to call the OauthAPI.
The generating mode of the client OauthAPI requesting
interface is such as: taking the registered OauthAPI name
and the keyword which means “invoke” as the interface
name, and taking “apiName”, “clientKey”, “paras”, “inject-
edInterfaceName” as the parameter names to generate the
interface. The generated client OauthAPI requesting inter-
face is such as:

function invokeSinaUpdate (apiName, clientKey, paras, callback)

I

Step S311, the application developing platform generates
“QOauthAPI returned information processing interface”;

Specifically, the generated OauthAPI return information
processing interface is used for processing the information
returned by the OauthAPI after the application running
engine invokes the OauthAPI successfully. The generating
mode of the OauthAPI returned information processing
interface is such as: taking the registered OauthAPI name
and the keyword which means “inject” as the interface
name, and taking “result” as the parameter name to generate
the interface definition information. The generated Oau-
thAPI returned information processing interface is such as:

function sinaUpdatelnjected (result) { . . . }

Step S312, the application developing platform generates
“client ClientKey managing interface”;

Specifically, the generated client ClientKey managing
interface is used for saving the ClientKey of the legal access
identifier allocated by the application running engine for the
client. The generating mode of the client ClientKey man-
aging interface is such as: taking the keyword which means
“client key” as the interface name, taking the keyword which
means “save client key” as the name to generate a functional
method, and its parameter name is “url”, and taking the
keyword which means “getClientKeyKey” as the name to
generate a non-parametric functional method, so as to gen-
erate the interface. The generated client ClientKey manag-
ing interface is such as:

function ClientKey

saveClientKey (url) {...};
getClientKeyKey () {...};

}

Step S313, the developer publishes an application;

Step S314, the application developing platform generates
a deployment package and deploys.

Specifically, after receiving the message for publishing
the application which is sent by the developer, the applica-
tion developing platform generates the deployment package
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according to the application information and notifies the
application running engine to deploy.

FIG. 4 is a schematic structural diagram of an application
developing platform according to an embodiment of the
present invention. As shown in FIG. 4, the application
developing platform includes:

an Oauth API registration module 41, configured to
receive registration information for registering an Oauth
AP,

an invoking associated interface generating module 42,
configured to generate an Oauth API invoking associated
interface according to the registration information;

a binding module 43, configured to bind the Oauth API
invoking associated interface with the registered Oauth API,
and generate binding information;

a use interface generating module 44, configured to
receive an increasing Oauth API message, respond to the
increasing Oauth API message, and generate a client
requesting Oauth API interface, an Oauth API returned
information processing interface and a client customer serial
number managing interface, which correspond to the regis-
tered Oauth API,

a deploying module 45, configured to receive a publishing
application message, respond to the publishing application
message, and generate a deployment package which
includes the client requesting Oauth API interface, the Oauth
API returned information processing interface and the client
customer serial number managing interface;

a sending module 46, configured to send the binding
information and the deployment package to an application
running engine, so that the application running engine
complete Oauth API scheduling according to the binding
information and the deployment package.

Where the use interface generating module 44 includes,
for example, a client requesting Oauth API interface gener-
ating unit, an Oauth API returned information processing
interface generating unit and a client customer serial number
managing interface generating unit.

The procedure of the application development which is
performed by the application developing platform of the
above embodiment using the Oauth API is the same as the
method for using the Oauth API according to the aforemen-
tioned embodiments, which will not be repeated here.

According to the application developing platform of the
above embodiment, a set of universal authentication inter-
faces are formed through abstracting Oauth authentication
logic, when developers develop applications, the application
developing platform automatically generates executable
interfaces and injects them into the application running
engine, so that the application running engine can automati-
cally execute these executable interfaces to complete Oauth
API invoking when determining that the client needs the
Oauth API invoking. It can be seen that, in the method for
using the Oauth API according to the above embodiment, the
developers only need to introduce the Oauth API registration
into the application developing platform, that is, provide
Oauth API registration information to the application devel-
oping platform, the remaining generating of the executable
interfaces and related processing are all completed automati-
cally by the application developing platform, thereby greatly
simplifying the application development procedure, and
improving development efficiency.

Further, in the application developing platform of the
above embodiment, the registration token includes: the
name of the registered Oauth API, a request method, a
uniform resource locator, an input format, an output format,
an identification indicating whether open authorization pro-
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tocol Oauth authentication needs to be opened, and the
domain name of the Oauth domain corresponding to the
registered Oauth API.

Further, the application developing platform of the above
embodiment also includes:

an Oauth domain registering module, configured to
receive registration information for registering an Oauth
domain, where the registered Oauth domain corresponds to
the registered Oauth APIL.

Further, in the application developing platform of the
above embodiment, the call associated interface generating
module includes:

a server Oauth API invoking associated interface gener-
ating unit, configured to generate a server Oauth API invok-
ing interface;

an Oauth authorization and authentication interface gen-
erating unit, configured to generate an authorization and
authentication interface.

Further, in the application developing platform of the
above embodiment, the binding information includes the
name of the registered Oauth API, the server Oauth API
invoking interface, the authorization and authentication
interface, and an interface executing procedure.

The method for invoking an Oauth API according to
embodiments of the present invention may also be imple-
mented based on the system architecture shown in FIG. 1,
where the method for invoking the Oauth API is performed
by the application running engine shown in FIG. 1, the
following describes the method for invoking the Oauth API
according to embodiments of the present invention in detail
from the point of the application running engine.

FIG. 5 is a flowchart of a method for invoking an Oauth
API according to an embodiment of the present invention.
As shown in FIG. 5, the method for invoking the Oauth API
includes the following steps:

Step S501, intercepting a client request message, allocat-
ing a customer serial number for a client, and storing the
customer serial number;

Step S502, receiving an Oauth API invoking request
carrying the customer serial number, where the Oauth API
invoking request is sent by the client through invoking a
client requesting Oauth API interface;

Step S503, authenticating Oauth API invoking according
to the customer serial number carried by the Oauth API
invoking request, and obtaining interface binding informa-
tion corresponding to an Oauth API which is requested to be
invoked after the authentication is passed;

Step S504, performing authorization and authentication
according to the interface binding information, and obtain-
ing an access token;

Step S505, injecting the access token into the Oauth API
invoking request, and sending the Oauth API invoking
request into which the access token is injected to an Oauth
API provider, so that the Oauth API responds to the Oauth
APl invoking request into which the access token is injected,
and returns Oauth API returned information;

Step S506, returning the Oauth API returned information
to the client, so as to complete the Oauth API invoking.

In the method for invoking the Oauth API according to the
above embodiment, the interface binding information and all
executable interfaces which are involved during the Oauth
API invoking process executed by the application running
engine responding to the client request, are pre-generated by
the application developing platform, the specific generating
process is the same as that in the method for using the Oauth
API according to the aforementioned embodiments, which
will not be repeated here.
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According to the method for invoking the Oauth API of
the above embodiment, since the application running engine
automatically uses the executable interfaces provided by the
application developing platform to complete the Oauth API
invoking, a convenient Oauth API invoking is achieved.

Further, in the Oauth API calling method according to the
above embodiment, the trigger of the authorization authen-
tication includes two cases, that is, the application automati-
cally triggers the Oauth authorization authentication and the
user triggers the Oauth authorization authentication. The
following describes these two cases respectively.

FIG. 6 is a flowchart of a method for invoking an Oauth
API according to another embodiment of the present inven-
tion. As shown in FIG. 6, when an application automatically
triggers Oauth authorization and authentication, the method
for invoking the Oauth API includes the following proce-
dures:

Step S601, a user accesses an application deployed in the
application running engine via a client tool, and initiates an
application request;

Step S602, intercepting the application request sent by the
client, and recording the first URL which is requested to be
accessed;

Step S603, allocating a unique identified customer serial
number (ClientKey) for the client, and recording the Cli-
entKey;

Where, the rule of generating the ClientKey value is:
according to the client IP, the current SessionlD, the appli-
cation name, the user 1D, the GUID and the current request
time, signing by HMAC-SHA1 algorithm to generate.

Step S604, according to the URL recorded in the step
S602 and the ClientKey generated in the step S603, redi-
recting the user to the second URL with the ClientKey;

Where the example of the second URL format is as
follows:

http://hostname/

appname?ClientKey=ssdfd44541232322sdd

Step S605, when the application is running on the client,
invoking “ClientKey managing Interface” to obtain the
ClientKey value and save it;

Step S606, the client requests the application running
engine to invoke the OauthAPI, where the request param-
eters include the ClientKey recorded in the step S605, the
name of the invoked OauthAPI, the parameters needed for
invoking the OuathAPI, and the name of the interface for the
client processing the returned result.

Step S607, the application running engine obtains the
ClientKey and authenticates it, so as to determine whether it
is a legal ClientKey, an authenticating method is such as:

1) checking whether the ClientKey provided by the client
is recorded in the application running engine, being illegal
if not.

2) anti-signing the ClientKey to obtain each item of
corresponding information in the CientKey.

3) obtaining the client IP, the current SessionlD, the
request application name, the user ID according to the client
request.

4) matching each item of the information obtained upon
2) and the information obtained upon 3), being legal if the
two match, being illegal if not.

Step S608, according to the request information, obtain-
ing and recording the URL of the application which requests
the Oauth, the parameters, the OauthAPI name, the name of
the OauthAPI returned information processing interface;

Step S609, querying the corresponding interface binding
information according to the requested OauthAPI name, the
interface binding information is the binding information
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generated in the procedure of the application developing
platform using the OauthAPI;

Step S610, obtaining and executing the Oauth authoriza-
tion and authentication interface according to the interface
binding information obtained in the step S609, and obtaining
an AccessToken;

Specifically, the obtaining the AccessToken specifically
includes:

1) obtaining the authorization and authentication interface
according to the interface binding information, and execut-
ing the authorization and authentication interface;

2) when triggering the user authorization interface to
redirect to the Oauth provider authorization page is
executed, setting CALLBACK of the Oauth provider as the
URL for the application running engine receiving the cer-
tificating result service;

3) obtaining an authenticator by receiving the authenti-
cation result service, and obtaining the access token;

4) combining the customer serial number and the identi-
fier of the Oauth API as an identifier for recording the access
token according to the stored customer serial number, the
identifier of the Oauth API and the access token, and
recording the access token.

Step S611, re-performing the signing by HMAC-SHA1
algorithm to the ClientKey and OauthAPI according to the
earlier recorded ClientKey, the OauthAPI name, and the
obtained AcceessToken, and recording the AccessToken by
taking the generated signature value as an identifier of
recording the AcceessToken.

Step S612, executing “server OauthAPI invoking inter-
face” to inject the AccessToken according to the earlier
recorded parameters and the AccessToken, and sending a
request to the OauthAPI;

Step S613, executing “generating client script interface”
to generate a dynamic script according to the obtained
OauthAPI returned information and the interface name of
the recorded injecting result;

Generating the dynamic script is such as:

{

response.setContentType (“script”™);
out = interfaceCallBack + “(* + data ™)”;
response.println (out);

Step S614, pushing the generated script to the client to
complete injecting the script to the client.

Step S615, the client executes the injected script and
invokes “OauthAPI returned information processing inter-
face” to complete processing the returned information, such
as displaying and calculating result information.

FIG. 7 is a flowchart of a method for invoking an Oauth
API according to still another embodiment of the present
invention. As shown in FIG. 7, when a user triggers Oauth
authorization and authentication, the method for invoking
the Oauth API includes the following procedures:

Step S701, after receiving a message for invoking an
OauthAPI, the “client OauthAPI requesting interface” opens
the “client triggering Oauth authentication procedure inter-
face”, prompting the user to trigger the authorization and
authentication procedure; after the user triggers the certifi-
cating authorization procedure, requesting the application
running engine to perform the Oauth authorization; the
content of the message for invoking the OauthAPI received
by the “client requesting OauthAPI Interface” includes: the
OauthAPI name, the service interface URL turned to after

25

30

40

45

14

the authorization succeeds, the corresponding parameter
values when invoking the OauthAPI;

Step S702, after receiving the authorization request, the
application running engine intercepts the request and records
the URL and the OauthAPI name which is requested to be
authorized;

Step S703, the application running engine allocates a
unique identifier ClientKey as a client legal identifier and
records the ClientKey;

Step S704, obtaining interface binding information of the
requested OauthAPI according to the requested OauthAPI
name;

Step S705, executing the authorization and authentication
interface according to the binding information, and obtain-
ing an AccessToken;

Step S706, recording the AccessToken according to the
ClientKey and the OauthAPI name;

Step S707, redirecting the user to a new URL generated
by combining the recorded URL and the ClientKey, the
client obtains and records the ClientKey;

The new URL is such
huawei.com?ClientKey=ssd{j123232323.

Step S708, the client requests, according to the ClientKey,
the application running engine to invoke the OauthAPI;

Step S709, obtaining and recording the ClientKey, the
OauthAPI name, the request URL, the request parameters,
the callback interface name;

Step S710, if the ClientKey is authenticated as legal, and
if it is determined that the ClientKey has been authorized,
obtaining the recorded AccessToken according to the Cli-
entKey and the OauthAPI name; if the ClientKey is authen-
ticated as illegal, returning ClientKey invalid information,
and if it is determined that the ClientKey has not been
authorized, going back to the step S702 to re-authorize the
ClientKey;

Step S711, injecting the obtained AccessToken into the
request, and sending the request to the Oauth provider;

Step S712, calling back the client interface, and returning
Oauth provider returned information.

In the method for invoking the Oauth API according to the
above embodiment, one-to-one mode is formed through
executing authorization authentication at the server in a
concentrated mode, thereby many-to-one mode by which the
application client and the Oauth provider interact directly
with each other is avoided, interaction endpoints are
reduced, and the risk of sensitive data being transmitted on
the Internet can be reduced.

Further, in the method for invoking the Oauth API accord-
ing to the above embodiment, performing the authorization
and authentication according to the interface binding infor-
mation specifically includes:

obtaining the authorization and authentication interface
from the interface binding information, and running the
authorization and authentication interface to complete the
authorization and authentication; or

obtaining the interface mapping information correspond-
ing to the interface in the Oauth SDK from the interface
binding information, invoking the specific interface in the
Oauth SDK through the mapped interface name and the
mapped parameter name to complete the authentication and
authorization.

According to the method for invoking the Oauth API of
the above embodiment, Oauth API authentication procedure
interface is invoked and executed by adopting a common
manner, thereby avoiding introducing SDK of different
providers when using the Oauth API provided by different
Oauth providers will cause space to be wasted.

as: http://
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FIG. 8 is a schematic structural diagram of an application
running engine according to an embodiment of the present
invention. As shown in FIG. 8, the application running
engine includes:

a client customer serial number managing module 81,
configured to intercept a client request message, allocate a
customer serial number for a client, and store the customer
serial number;

an Oauth API invoking request receiving module 82,
configured to receive an Oauth API invoking request carry-
ing the customer serial number, wherein the Oauth API
invoking request is sent by the client through invoking a
client requesting Oauth API interface;

an authenticating module 83, configured to authenticate
Oauth API invoking according to the customer serial number
carried by the Oauth API invoking request, and obtaining
interface binding information corresponding to an Oauth
API which is requested to be invoked after the authentica-
tion is passed;

an authorization and authentication module 84, config-
ured to perform authorization and authentication according
to the interface binding information, and obtain an access
token;

an Oauth API invoking module 85, configured to inject
the access token into the Oauth API invoking request, and
send the Oauth API invoking request into which the access
token is injected to an Oauth API provider, so that the Oauth
API responds to the Oauth API invoking request into which
the access token is injected, and returns Oauth API returned
information;

an Oauth API returned information processing module 86,
configured to return the Oauth API returned information to
the client, so as to complete the Oauth API invoking.

The specific procedure of executing the Oauth API invok-
ing by the application running engine according to the above
embodiment is the same as the method for invoking the
Oauth API according to the above embodiments, which will
not be repeated here.

According to the application running engine of the above
embodiment, a convenient Oauth API invoking is achieved
through automatically using the executable interfaces pro-
vided by the application developing platform to complete
the Oauth API invoking.

Further, in the application running engine according to the
above embodiment, the client request message includes the
URL that the client requests to access.

Further, in the application running engine according to the
above embodiment, the client request message comprises an
identifier of an Oauth API which the client requests to
invoke, a service page URL turned to after the authorization
succeeds, and corresponding parameter values for invoking
the Oauth APL

Further, in the application running engine according to the
above embodiment, the authorization and authentication
module specifically includes:

a first processing unit, configured to obtain the authori-
zation and authentication interface according to the interface
binding information, and execute the authorization and
authentication interface;

a second processing unit, configured to, when triggering
the user authorization interface to redirect to the Oauth
provider authorization page is executed, set CALLBACK of
the Oauth provider as the URL for the application running
engine receiving the authentication result service;

a third processing unit, configured to obtain an authenti-
cator by receiving the authentication result service, and
obtain an access token;
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a fourth processing unit, configured to, according to the
stored clientkey, the Oauth API identifier and the access
token, combine the customer serial number and the identifier
of the Oauth API as an identifier for recording the access
token according to the stored customer serial number, the
identifier of the Oauth API and the access token, and
recording the access token.

Embodiments of the present invention also provide a
system for using an Oauth API, the system includes an
application developing platform according to any one of the
above embodiments, and an application running engine
according to any one of the above embodiments.

According to the system for using the Oauth API of the
above embodiment, a set of universal authentication inter-
faces are formed through abstracting Oauth authentication
logic, when developers develop applications, the application
developing platform automatically generates executable
interfaces and injects them into the application running
engine, so that the application running engine can automati-
cally execute these executable interfaces to complete Oauth
API invoking when determining that the client needs the
Oauth API invoking. It can be seen that, in the method for
using the Oauth API according to the above embodiment, the
developers only need to introduce the Oauth API registration
into the application developing platform, that is, provide
Oauth API registration information to the application devel-
oping platform, the remaining generating of the executable
interfaces and related processing are all completed automati-
cally by the application developing platform, thereby greatly
simplifying the application development procedure, and
improving development efficiency.

Finally, it should be noted that the above embodiments are
merely provided for describing the technical solutions of the
present invention, but not intended to limit the present
invention; It should be understood by those skilled in the art
that although the present invention has been described in
detail with reference to the foregoing embodiments, modi-
fications can be made to the technical solutions described in
the foregoing embodiments, or equivalent replacements can
be made to some technical features in the technical solu-
tions; however such modifications or replacements do not
cause the essence of corresponding technical solutions to
depart from the spirit and the scope of the present invention.

What is claimed is:
1. A method for invoking an Oauth API, which is per-
formed by an application running engine, comprising:

intercepting, by the application running engine, an appli-
cation request message from a client,

allocating, by the application running engine, a customer
serial number according to a current session identifier,
and storing, by the application running engine, the
customer serial number;

receiving, by the application running engine, an Oauth
API invoking request carrying the customer serial
number, wherein the Oauth API invoking request is
sent by the client through invoking a client requesting
Oauth API interface;

authenticating, by the application running engine, the
Oauth API invoking request according to the customer
serial number;

obtaining, by the application running engine, interface
binding information corresponding to an Oauth API
which is requested to be invoked after the authentica-
tion is passed;

performing, by the application running engine, authori-
zation and authentication according to the interface
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binding information, and obtaining, by the application
running engine, an access token form an Oauth pro-
vider;

injecting, by the application running engine, the access

token into the Oauth API invoking request, and send-
ing, by the application running engine, the injected
Oauth API invoking request to the Oauth provider, so
that the Oauth provider responds to the injected Oauth
API invoking request, and returns Oauth API returned
information; and

returning, by the application running engine, the Oauth

API returned information to the client, so as to com-
plete the Oauth API invoking;

wherein the performing the authorization and authentica-

tion according to the interface binding information
comprises: obtaining an authorization and authentica-
tion interface from the interface binding information,
and running the authorization and authentication inter-
face to complete authorization and authentication; or
obtaining interface mapping information correspond-
ing to an interface in Oauth SDK from the interface
binding information, invoking a specific interface in the
Oauth SDK via a mapped interface name and a mapped
parameter name to complete authentication and autho-
rization.

2. The method for invoking the Oauth API according to
claim 1, wherein the client request message comprises a
URL which the client requests to access.

3. The method for invoking the Oauth API according to
claim 1, wherein the client request message comprises an
identifier of an Oauth API which the client requests to
invoke, a service page URL turned to after the authorization
succeeds, and corresponding parameter values for invoking
the Oauth APL

4. The method for invoking the Oauth API according to
claim 1, wherein the performing the authorization and
authentication according to the interface binding informa-
tion, and obtaining the access token specifically comprises:

obtaining an authorization and authentication interface

according to the interface binding information, and
executing the authorization and authentication inter-
face;

when triggering a user authorization interface to redirect

to an Oauth provider authorization page is executed,
setting CALLBACK of the Oauth provider as a URL
for an application running engine receiving an authen-
tication result service;

obtaining an authenticator by presenting the authentica-

tion result service, and obtaining an access token;
combining the customer serial number and the identifier

of the Oauth API as an identifier for recording the

access token according to the stored customer serial
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number, the identifier of the Oauth API and the access
token, and recording the access token.

5. The method for invoking the Oauth API according to
claim 1, wherein the authenticating the Oauth API invoking
request according to the customer serial number carried by
the Oauth API invoking request specifically comprises:

determining whether the customer serial number carried

by the Oauth API invoking request is recorded, if not,
the authentication fails;

if yes, decrypting the customer serial number, obtaining

plaintext information corresponding to the customer
serial number, and obtaining, according to the client
request, a client internet protocol (IP) address, the
current session ID, a requested application name, and a
user identifier;

matching corresponding items of the plaintext informa-

tion and the information obtained upon the client
request, if the corresponding items are matched, the
authentication is passed, if the corresponding items are
not matched, the authentication fails.

6. The method for invoking the Oauth API according to
claim 1, wherein the returning the Oauth API returned
information to the client specifically comprises:

generating a script according to the Oauth API returned

information and pushing the script to inject into the
client; or

returning the Oauth API returned information to the client

through calling back the client interface.

7. The method for invoking the Oauth API according to
claim 1, wherein the interface binding information and the
authorization and authentication interface are pre-generated
and sent from the application developing platform compris-
ing:

the application developing platform receiving registration

information for registering an Oauth API;

generating the authorization and authentication interface

according to the registration information;

binding the authorization and authentication interface

with the registered Oauth APIL, and generating the
interface binding information;

sending the interface binding information to the applica-

tion running engine.

8. The method for invoking the Oauth API according to
claim 7, wherein the registration information comprises: a
name of the registered Oauth API, a request method, a
uniform resource locator, an input format, an output format,
an identification indicating whether authorization protocol
Oauth authentication needs to be opened, and a domain
name of an Oauth domain corresponding to the registered
Oauth API.



